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endpoint protection have become. One 
promising area is attribution, where HYAS 
plays and where technology seeks to ID 
cyber hackers and quickly respond.

Other companies attracting attention 
include JASK, which is bringing machine 
learning and automation to security cen-
ters; Seclytics, with its predictive threat 
intelligence; and Cymmetria, developing 
cyber-deception technology.

Cirino said she is paying close attention 
to how machine learning can increase the 
efficacy of security solutions and to inter-
net-of-things security.

New Enterprise Associates Pa r t-
ner Aaron Jacobson said new oppor-
tunities might be found in protecting 
microservices.

At least until the copycats arrive.

Cybersecurity’s exit markets are looking up, and the vigor 
could remain for some time.

The reason is simple. Security companies have cashed in 
on strong customer demand to earn warm receptions in the 
IPO and M&A markets, at least for best-of-breed companies 
breaking away from the pack.

Sure, getting out of a security company profitably has 
never been easy, in part because technology moves fast, and 
sales cycles can be long and complicated, especially today. 
But exit markets are expected to generate another dozen or 
so IPOs winners with M&A volumes holding steady, even if 
acquisition premiums vary from unicorn-like, in the best of 
cases, to more meager for less-developed companies.

The list of recent successes gives encouragement. This 
year’s public offerings from Zscaler, Tenable and Carbon 
Black all saw solid interest, with Zscaler, in particular, a 
runaway success. Companies such as Crowdstrike, Cylance 
and Tanium look to be waiting in the wings for their own 
public offerings.

On the M&A front, Cisco Systems in August agreed to 
acquire Duo Security, paying $2.35 billion to a company that 
raised about $120 million from Redpoint Ventures, Index 
Ventures and True Ventures, among others.

Then there was AT&T’s purchase of AlienVault, and private 
equity firm Thoma Bravo’s decision to take a majority stake 
in Centrify, where Accel Partners, Mayfield and Index were 
backers.

Palo Alto Networks snatched up Evident.io for $300 mil-
lion in cash.

“It’s a very exciting time,” said Maria Cirino, a managing 
partner at .406 Ventures. “I don’t see any end in sight.”

As it is, the excitement didn’t just start. The ability of 
past public offerings to hold up has been a spark for the 
market. Splunk, Proofpoint and Palo Alto Networks all had 
stock prices above $100 as of mid-August.

Also on the list of winners were Okta, Qualys, Imperva 

and Rapid 7, though FireEye was not.
Many rode a new wave of security innovation focused on 

an IT landscape adapting to cloud and mobile. Next up are 
market opportunities for next generation cloud, the internet 
of things and machine learning.

In the M&A market, these new technologies are leading 
big vendors, such as Cisco, Microsoft and Symantec, to fill 
out their portfolios, while emerging companies, such as Palo 
Alto Networks and Splunk, hope to tap into adjacent mar-
kets. PE also is finding value rolling up smaller, fast-growing 
companies.

And with a receptive IPO market supporting pricing, some 
second-tier companies will be in play at a good price.

“There are going to be bidding wars,” predicted Chris 
Davis, CEO of HYAS.

SharesPost Managing Director Rohit Kulkarni said M&A 
should remain active over the next two to four years.

“The appetite is voracious,” with a broad number of poten-
tial buyers, Kulkarni said. SharesPost, in a recently study, 
found that despite the sector’s IPO activity M&A still domi-
nates security exits, accounting for more than 95 percent 
of deals in 2015, 2016 and 2017, and 92 percent in the first 
quarter of this year.

However, this year is “unique with both M&A and IPOs 
firing on all cylinders,” Kulkarni added.

But some caution is in order.
“I think you’ll see a lot more IPOs and premium, high 

value M&A exits,” said Aaron Jacobson, a partner at New 
Enterprise Associates. “At the same time, I think you’ll see 
more blowups.”

With so many startups funded over the past six years or 
so, a lot of companies are likely struggling because of the 
crowded market, Jacobson said.

That raises risk and could create a bigger gap between the 
haves and have nots. It also makes selectivity much more 
important in the quarters ahead.—Mark Boslet
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M&A deals acccount for most cybersecurity exits




